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Revision History

Overview

Today’s networking and computing environments continue to grow in complexity and security is an 
ever-increasing concern. Whether you have a few computers attached to your network or a large 
enterprise network, it is important to follow some basic guidelines to protect your infrastructure. 
Work with your Information Technology (IT) department to develop a sound security plan. 

Symantec™ Endpoint v14.2.x, v14.0.x, and v12.1.x have been qualified with MediaCentral | 
Production Management (Avid | Interplay). Other antivirus solutions might also work if you follow 
the guidelines described in this document.

Antivirus software is not required on the MediaCentral | Cloud UX or MediaCentral | UX servers due 
to the nature of the Linux operating system and the data that is passed from client workstations to the 
MediaCentral Platform server. Avid recommends that no other application be loaded on the 
MediaCentral Platform server to ensure optimal performance.

This document covers the following topics relating to the security at your site:

• Configuring AntiVirus Software

• Best Practices for Computer and Network Security

• Installing Symantec Endpoint Protection

Date Revised Changes Made

March 19, 2020 Updated to include MediaCentral Cloud UX

September 30, 2019 Added support for Symantec Endpoint Protection v14.2.x.

March 24, 2017 Updated/added the following:

• “Media Composer, Interplay Assist, and Antivirus Software” on page 4

• “Client Applications That Support Real-Time Scanning” on page 5
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Configuring AntiVirus Software

Configuration Guidelines

This section lists overall concerns for configuring antivirus software in a production environment. 
The information is repeated later in the document as needed.

Performance of Avid’s software solutions can be adversely affected by outside factors. For example, 
performance degradation can occur if you configure certain antivirus software parameters 
improperly. Specifically, if you enable the software to perform real-time scanning, or “Auto protect”, 
the antivirus software will search through all local, network, and shared storage. Avid ISIS and Avid 
NEXIS disk arrays can be very large and therefore a misconfigured antivirus application could 
continuously scan for problems and viruses. This could result in increased CPU/memory utilization, 
disk I/O traffic, and lost performance on the editing clients as well.

File deletion protection utilities also consume system resources and could interfere with the proper 
operation of your Avid applications. These utilities automatically back up any files that you delete, 
even temporary files that you create and delete with your Avid application. This consumes a large 
amount of disk space and should be avoided.

In addition, certain folders on a Microsoft cluster and Interplay Engine database should not be 
scanned. Antivirus software containing autoscanning (real-time scan) features can interfere with the 
operation of the Interplay Engine. For example, an antivirus program might lock the database files. 
You can install and configure antivirus software on the Interplay Engine, but you need to disable real-
time scanning on the Interplay database folders. Any scheduled file scans also need to exclude these 
folders.

Note that you can use real time scanning on some client applications that are not disk intensive. See 
“Client Applications That Support Real-Time Scanning” on page 5.

MediaCentral Production Management Servers and Antivirus Software

The following recommendations are specific to Symantec Endpoint. However, other antivirus 
programs have similar features and you should follow the same guidelines with those programs.

Production Management servers and clients support the following components of Symantec 
Endpoint v14.2.x, v14.0.x, and v12.1.x:

• Antivirus

• Antispyware

The following features are not supported:

• Proactive Threat Protection (also known as Real-time File System Protection or real-time 
scanning)

• Network Threat Protection

In addition, Production Management has not been qualified with the Firewall component of 
Symantec Endpoint. 
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The following table provides a summary of items to exclude from scanning on Production 
Management servers.

Avid Interplay Engine and Antivirus Software

Antivirus software containing autoscanning (real-time scan) features can interfere with the operation 
of the Interplay Engine. For example, an antivirus program might lock the database files. You can 
install and configure antivirus software on the Interplay Engine, but you need to disable real-time 
scanning on the Interplay database folders. Any scheduled file scans also need to exclude these 
folders.

By default, all database folders are contained in D:\Workgroup_Databases, which is represented by 
the hidden administrative share  \\<Servername>\WG_Database$. 

c Exclude the D:\Workgroup_Databases folders from any antivirus scanning.

File deletion protection utilities also consume system resources and could interfere with the proper 
operation of the Interplay Engine. These utilities automatically back up any files that are deleted, 
even temporary files created and deleted by the Interplay Engine. This consumes a large amount of 
disk space and should be avoided.

Installing on an Interplay Engine Cluster

You can install Symantec v14.2.x, v14.0.x, or v12.1.x on a cluster. Make sure you exclude the 
following locations from the virus scanning: 

• Q:\ (Quorum disk)

• C:\Windows\Cluster

• S:\Workgroup_Databases (database)

• R:\ (MSDTC disk)

Production Management 
Server Exclusion Folders

Interplay Engine  See “Avid Interplay Engine and Antivirus Software” on page 3.

Interplay Engine Cluster See “Installing on an Interplay Engine Cluster” on page 3.

Media Indexer server C:\ProgramData\Avid\avidmi
Do not scan workspaces or Avid ISIS/Avid NEXIS folders monitored by the 
Media Indexer server.

MediaCentral Capture server C:\ProgramData\Avid

Production Services Engine C:\Program Files\Microsoft SQL 
Server\MSSQL11.MSSQLSERVER\MSSQL\DATA

Production Services Providers 
such as Transcode, Copy, 
Delivery, STP Encode, etc.

No exclusion folders

MediaCentral Distribution 
Service

No exclusion folders

Production Transfer Engine No exclusion folders
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Use the following guidelines for installing on a cluster:

• Perform the Symantec installation when the node is offline using the procedure described in 
“Installing Symantec Endpoint Protection” on page 10.

• Bring the node online to configure Symantec and identify the exclusion folders as listed above.

c It is important to configure the exclusion folders on both nodes before Symantec runs the first 
scan.

Media Composer, Interplay Assist, and Antivirus Software

Media Composer and Interplay Assist are both considered editing applications for this discussion. 
Both applications are disk intensive. 

Antivirus software that contains autoscanning features can interfere with the operation of your Avid 
editing application. Since virus scanning is a processor- and disk-intensive activity, it can interfere 
with capturing and playing real-time effects in your Avid editing application.

You can install the same software that you install on the Production Management servers on an Avid 
editing system. However, Avid recommends you do not scan files or schedule any background tasks 
such as virus scanning when you use your Avid editing application.

File deletion protection utilities also consume system resources and could interfere with the proper 
operation of your Avid editing application. These utilities automatically back up any files that you 
delete, even temporary files that you create and delete with your Avid editing application. This 
consumes a large amount of disk space and should be avoided.

Do not turn on Network Threat Protection or Proactive Threat Protection (also known as Real-Time 
File System Protection).

Best practice in the past has been for customers to use specific antivirus-armed workstations instead 
of the editing workstations to download resources from the Internet. However, editors are now often 
likely to use additional resources from the Internet due to the creative nature of work. If this is the 
case, using antivirus in the non-real time mode might still pose a threat to the system. See “Best 
Practices for Computer and Network Security” on page 5 for some guidelines on protecting your 
systems. Also refer to the recommendations of your antivirus vendor.

Avid ISIS, Avid NEXIS, and AntiVirus Software

Use the following guidelines for Avid ISIS and Avid NEXIS:

• Antivirus is not required on Avid NEXIS System Director servers due to the nature of the Linux 
operating system and the data that is passed from the Avid NEXIS client to the System Director 
server. 

• Do not install antivirus software on Avid ISIS System Director servers. This can adversely affect 
system performance.

• Antivirus software is supported with the Avid ISIS and Avid NEXIS clients on the Media 
Composer editing systems and other systems that require an Avid ISIS or Avid NEXIS client.

• Do not scan Avid ISIS or Avid NEXIS volumes or workspaces from any client.

• Do not turn on Network Threat Protection or Proactive Threat Protection (also known as Real-
Time File System Protection)
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Client Applications That Support Real-Time Scanning

You can turn on real-time scanning (also referred to as Proactive Threat Protection) for the following 
applications if they have access to the Internet:

• MediaCentral | Cloud UX or MediaCentral | UX client workstations

• MediaCentral | Newsroom Management (Avid iNEWS) clients

• Interplay Access running as a standalone application. For example, on a system used by a media 
manager for deleting media

It is important to protect these client systems because if they become infected they may pass on the 
virus into the servers and other systems via shared folders or infected files checked into the Interplay 
database.

In most cases clients connect to MediaCentral Cloud UX and MediaCentral UX through a web 
browser such as Google Chrome. As a result the impact to resources on the local workstation is 
generally low and real-time scanning is acceptable.

However if you are using the MediaCentral UX Desktop app to MediaCentral Platform Services, this 
software consumes space on the workstation’s local hard drive and Avid does not recommend that 
you enable real-time anti-virus scanning. For information on this application, see the Avid 
MediaCentral UX Desktop Readme on the Avid Knowledge Base.

n Depending on your system hardware, running real-time scanning software can slow down the system.

Best Practices for Computer and Network Security

Avid recommends the following guidelines to enhance the computer and network security at your 
site.

Install Antivirus Software

Using antivirus software to protect your site and to thwart potential viruses is extremely important. 
Avid recognizes this and has qualified the antivirus solutions listed below. However, please be aware 
that even with antivirus software installed, you may still be susceptible to viruses. It is important to 
keep up to date with the latest virus definitions. We recommend that you have a properly trained IT 
administrator install and configure the antivirus software, so that you do not have performance 
problems.

Avid has qualified the following antivirus solutions:

• Symantec Endpoint v14.2.x

• Symantec Endpoint v14.0.x

• Symantec Endpoint v12.1.x

Other antivirus solutions may work as well as long as they following the guidelines listed in this 
document.

c Schedule updates to your antivirus applications during off-hours or during maintenance 
periods. Critical operations (such as capturing material or performing Send to Playback) could 
be interrupted if an Automatic update were to occur. 
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Obtaining Antivirus Updates for Systems Without an Internet Connection

If your system does not have an Internet connection it won’t be able to obtain Live Updates from the 
antivirus software vendor. However, most antivirus software vendors recognize this problem and 
provide a separate down-loadable file containing the updates. You can download the file onto a 
different computer and then run the updates on the system that doesn’t have an Internet connection.

Install Windows Security Patches and Service Packs

To download security patches, follow the links below. These links will bring you to the individual 
pages for each security patch on 

http://www.microsoft.com/technet/security/

Avid’s strategy is to test all Windows Service Packs and security bulletins (sometimes incorrectly 
referred to as “hot fixes”). It is Avid’s goal to protect our customers’ infrastructures from the resource 
draining effects of an enterprise-wide virus attack.

n Avid is dependent on Microsoft’s timely distribution of service packs and security patches; we must 
test our solutions before claiming support for each service pack or patch. Sometimes code changes 
are required in this process. Please see the Microsoft Service Pack and Security Bulletin Support 
document on the following Knowledge Base page for details pertaining to Microsoft service packs 
and security bulletins.

http://avid.force.com/pkb/articles/en_US/Troubleshooting/en239659

Setup and use a Microsoft WSUS Server for Distributing Windows Updates

By utilizing a Windows Services Update Services (WSUS) server, your Avid systems can remain off 
of the Internet and still get all the required Updates to remain secure. Also, because you are using 
your own server which you control, you can ensure that the Updates are qualified by Avid before you 
make them available to the Clients. 

https://technet.microsoft.com/en-us/library/hh852340(v=ws.11).aspx 

Additional Best Practices

The following guidelines are also recommended.

Disable Automatic Software Update

Avid cannot guarantee the compatibility of automatic updates of Mac OS or Windows, or any 
updates to system software components. For this reason, you should disable automatic Updates until 
Avid has approved the current Months Update offerings from Microsoft.

n If you are running your own internal WSUS Server for distributing Updates, this step can be avoided 
as your WSUS server should be configured to pull Updates only after Avid has approved them. You 
would just need to set an appropriate time for the Update so that it will not interfere with real-time 
Avid functions.

http://avid.force.com/pkb/articles/en_US/Troubleshooting/en239659
https://technet.microsoft.com/en-us/library/hh852340(v=ws.11).aspx
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Install Firewalls

There are many commercially available hardware- and software-based firewall packages. You need 
to evaluate them based on risk and cost. Consult with your local IT department or seek outside 
professional networking/security expertise. A firewall is simply a barrier created to protect your 
computer system from attacks. It is either a program or hardware device that filters the information 
coming from the Internet, and if the incoming information is flagged by the firewall, then it is not 
allowed through. Depending on how a firewall is configured, it can be used to block access to specific 
sites on the Internet and can block specific external traffic coming in from the Internet. It also can be 
used to log and lock down source and destination ports, so that tracking can be done on anything 
inappropriate coming in or going out. Windows has its own built-in firewall, but if you don’t want to 
use it, you can purchase third party firewall software.

n Avid does not recommend running software-based firewalls on the Production Management servers 
or editor clients. This could adversely affect performance. Typically, Avid systems are isolated from 
the rest of the network, but have uplink to the outside world via a corporate backbone. This is where 
the firewall can be most effective on an enterprise network level.

Physical Security

Use keyboard/screen lock passwords to disable unauthorized access to your workstation, or log out 
completely. 

Servers with critical data should be locked in a secure IT closet or Datacomm room.

File Access

Never share a folder or drive to “Everyone” with full-access.

Write Permissions

Do not store files with a .EXE extension in directories with write permissions.

Isolate Avid Equipment

If possible, keep all Avid broadcast equipment on a separate network that is isolated from other 
machines in the facility. 

User Password Security

Passwords are the primary key to computer and application access security. The password uniquely 
identifies you, and allows you access to information and computer services. You might want to 
require personnel to keep passwords secret and not share them with anyone else. Prohibit the use of 
any methods or attempts to learn the password of another user. The following are some password 
recommendations:

• At least 8 characters in length

• Contain at least an alphabetic or other non-numeric character in the first and last position.

• Change at least once every six months.

• ALWAYS assign a local Administrator password on every machine. Not assigning a local 
Administrator password can introduce a serious security risk.

• Default passwords should never be used
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• When changing your password, you must select a new password, i.e., do not change the 
password to one that you used in the past

• Do not use any part of your name, maiden name, children’s names, pet’s names, address, 
telephone numbers, or social security number.

• Disable the guest account in Windows. Use encryption and authentication.

Restrict Internet Access

Disallow Internet access on any Avid broadcast machines that do not require it.

Design Your Network with Security in Mind

You may elect to deploy routers, use multiple subnets and virtual LANs (VLANs) to improve your 
security. Avid recommends that you keep your Avid systems on the same subnet and VLAN. Consult 
with your IT department or seek outside professional networking/security expertise. Discuss your 
network topology with your Avid Client Service Representative (ACSR) as well.

Secure Remote Access

Make sure there is strict control on all Remote Access Connections. Only allow properly secured 
connections to access your network. Do NOT allow ANONYMOUS FTP, TFTP, or other 
unauthenticated access to program or data files on your workstations.

Be Cautious About Allowing File Sharing Applications on an Avid System

Examples are Google Drive and Dropbox. Programs of this type might allow outside access to your 
secure data.

Do Not Run E-mail Clients on Your Avid System

For example, Outlook or Google mail clients. Avid recommends you only run Avid applications on 
your Avid editing clients and productivity servers. Use another computer to view and read e-mail. 
Many viruses are communicated via e-mail attachments. You might want to block certain file types 
as attachments. The best advice is to never even open (read) an e-mail message whose sender you do 
not recognize. You should not open e-mail attachments unless you can verify the contents and be sure 
that it is safe to open them.

Do Not Allow Unsecured Instant Messenger Clients on Your Avid System

For example, Yahoo, AOL, MSN. These instant messaging clients might cause your network to be 
vulnerable from outside attack. 

Use Only Licensed Software

Do not use freeware or shareware. Make sure that you have valid Microsoft licenses and that you are 
not duplicating licenses. You must have a valid license for all licensable software that you install on 
your computers. Never copy or duplicate licensed software, except as explicitly allowed in the 
license terms and conditions.

Develop a Backup Strategy

Create images of your workstations. You should also test restoring the image. 
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Recovery: What to do if a Virus Infects Your System

Develop a procedure to follow if infected by a virus. A clear and concise cleanup procedure, created 
with input from all teams involved in the process, will help everyone do their jobs efficiently. The 
effort will include personnel from the help desk, messaging, Web server administration, server 
operations, workstation operations and other work groups. The following steps may be helpful in this 
plan.

If a Virus is detected:

• Isolate it by removing the affected computer from the network immediately

• Inform your Network Administrator and other staff

• Get the latest profile/patch from the antivirus provider and apply it. For example:

http://www.symantec.com/avcenter/index.html

• Scan other computers for viruses to ensure there are no other infections

• If this is not successful, restore the backup or recovery image to the affected computer
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Installing Symantec Endpoint Protection

The following procedure identifies the Symantec options that you should disable during an 
installation.

To install Symantec software:

1. If you are upgrading an existing Symantec installation, open the application and take note of the 
exclusion folders you are using. You will want to exclude the same folders for the new 
installation.

2. Open the Symantec installer and double-click the setup.exe file.

3. Click Next to move past the Welcome page.

4. On the License Agreement page, click the radio button “I accept the terms in the license 
agreement” and click Next.

5. In the Client Type window, select “unmanaged client” and click Next.

6. In the Setup Type window, select the radio button for “Custom” and click Next.

7. In the Custom Setup window, click on the Plus icon to expand the folder for “Virus, Spyware and 
Basic Download” as shown in the following illustration.

8. Make sure that Outlook Scanner and Notes Scanner have an “X” indicating that they will not be 
installed.

9. Click once on the drive icon for “Proactive Threat Protection” and select the “X” which will 
indicate that “the entire feature will be unavailable.”

10. Click once on the drive icon for “Network Threat Protection” and select the “X” which will 
indicate that “the entire feature will be unavailable.”

11. Click Next.
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12. In the Protections Options window, make sure that Enable Auto-Protect and Run LiveUpdate are 
checked. 

13. Check “Disable Windows Defender”. 

The following illustration shows the final selections for the Protection Options window.

14. Click Next.

15. (Option) In the File Reputation Data Submission window, uncheck the option and click Next.

16. (Option) In the Ready to Install the Program window, uncheck the Data collection option.

17. Click on the Install button and follow the system prompts to complete the installation.

After the installation is completed, the Symantec installer opens the Live Update Status window 
and attempts to download updates to the Symantec files. If you don’t have an Internet connection 
you can cancel this portion of the installation. See “Obtaining Antivirus Updates for Systems 
Without an Internet Connection” on page 6.

If you enable Live update, make sure to schedule it at a time when you are certain the systems 
will not be utilized for critical activity during that period. The risk is that an important task will 
have to contend for resources when an automatic Live Update occurs and cause a performance 
bottleneck. 

c Open the Symantec application on your Interplay Engine and exclude the 
D:\Workgroup_Databases folders from any antivirus scanning. You must do this BEFORE 
Symantec performs its first scan. If you fail to do so, users may be prevented from logging into 
Production Management after the first scan. See “Avid Interplay Engine and Antivirus 
Software” on page 3.
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